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SYSTEM AND METHOD FOR ROBBERY PREVENTION 
FIELD OF THE INVENTION 

t 

This invention relates generally to the field of security for objects and 
personnel, and to the prevention of robbery and other crimes. The system 
operates generally by detecting physiological reactions to coercion, and 
preventing a person mider coercion from accessing a secured location or 
facility, such as a vault, cash drawer, or financial transaction station. 

BACKGROUND OF THE D^VENTION 

Security of banks and other concerns which conduct transactions in 
currency, valuables or other negotiable instruments continues to pose an 
increasingly frustrating problem for all. 

Banks, retailers and odiers who remain easy prey are left with littie 
choice but to accept the abuse, insure heavily and save face with their 
customers to the greatest degree possible. Similarly, despite admirable efforts 
and dedication, law enforcement remains stymied in the stmggle to control 
violent robberies. The threat of prosecution is clearly not enough of a 
deterrent. 

The &ct remains that any person so motivated to write a threatening 
note, purchase a squirt gun or, as in most instances, brandish a loaded firearm 
can ontinarily flee the scene of a robbery with substantial cash. With 
increasing frequency the robberies are accompanied by physical assaults and 
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murders. For decades banks have instructed their employees to offer no 
resistance, and common knowledge among criminals has established banks as 
among the easiest of targets. 

A strong need exists to provide such concerns with a robbery-free 
environment in which to conduct business. Specifically there exists the 
heretofore unaddressed need to remove from those environments the single 
integral element requisite to the success of such robberies; the possibility of 
coercing cooperation. 

Past efforts in this field have provided no practical article, method or 
system which accomplishes reliable and consistent results. Such problems are 
overcome by the inq)rovements afforded by this invention. Certain recent 
efforts in this field are directed toward trapping die robber in the facility upon 
the perceived notion tiiat they will be unable to harm other customers or 
employees when contained behind reinforced materials. 

Herein lies the fatal flaw. Robbers are in the business of force and 
understand it well. Methods will be discovered, mdeed already exist to 
overcome such reinforcing materials. Far better than to trap an angry robber 
widi a gun or e^^losives is to clearly convince them there is no chance for 
success before the event occurs. 

One object of this invention is to prevent robberies by removing the 
opportunity for cooperation. 

Another object is to provide a more secure envuronment for customers 
and employees. 
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

The present invention provides an anti-robbery security control which 
perfonns in response to monitored physiological changes in the human body 
which occur in response to fear and intimidation. The operation of the system 
will be described first by reference to Figure 1, wHich is a block schematic 
diagram of a preferred embodiment of the robbery deterrent system of the 
present invention. 

Robbery deterrent system 100 includes an electronic storage site 102 
wherein there are stored previously recorded biometric data corresponding to 
stable physical characteristics of a person. Previously recorded affective 
bioresponse data corresponding to the same person is also stored. The term 
"affective bioresponse" is used herein to describe a physiological parameter 
which varies according to die person's current emotions. The stored data for 
affective bioresponse include at least a measurement for the person when the 
person is not e;q)eriencing fear, shock, or a high level of stress (i.e. a 
"nomial" measurement). Since different individuals may respond in different 
degrees to fear, the stored data may also include a measurement taken when 
the person was suddenly placed in a state of fear. 

A biometric sensor 104 is provided for capturing, in real time, 
biometric data reflecting stable physical characteristics corresponduig to a 
physical characteristic of a person. An affective bioresponse sensor 106 is 
provided for detecting physiological responses to emotions, such as fear. 
Affective sensor 106 may raiploy a variety of known sensor technologies. 
For example, sensor 106 may collect real time body vital sign measurements 
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of die person, such as pulse rate, Uood pressure, blood volume pulse, 
respiration rate or optical response. Affective sensor 106 may also 
incorporate a galvanic skin response sensor, or an electromyogram sensor.. 
If desired, affective sensor 106 may collect more than one type of 
measurement and correlate the different parameters for more accurate 
identification of a fear or stress response, in which case corresponding 
multiple ^es of data will also be stored in electronic storage 102. What is 
important is that affective sensor 106 is capable of detecting any of a variety 
of physiological characteristics of the person that will inherentiy change when 
the person is subjected to sudden fear and stress, such as during a robbery. 
As long as this requirement is met, any desired type of sensor may be used. 

An encoder 108 is connected to biometric sensor 104 and affective 
sensor 106, and converts data from the form provided by the sensors to a 
digital data format, preferably similar to the format used to store previously 
recorded data in electronic storage 102. Comparator 110 is connected to 
encoder 108, and determines a degree of correspondence between the captured 
real tune physical characteristic data from biometric sensor 104 and the stored 
physical characteristic data. Comparator 110 also determines a degree of 
correspondence between the captured real time body response detected by 
affective sensor 106 and the stored physiological responses in electronic 
storage 102. Comparator 110 compares the real time body response to the 
stored "normal" response to detemune whether it is likely that the person 
being sensed is in an unusual state of fear. Comparator 1 10 may also compare 
the real time response to a stored "fear" response. Comparator 110 then 
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determines as a binary condition whether or not the person is being coerced, 
by threat of force, to provide access to a controlled space or transaction. 

Access control circuit 112 is connected to comparator 110 and has a 
control output 1 14. Access control circuit 1 12 generates a signal at output 1 14 
indicating whether access to a controlled space or transaction should be 
provided. Access control circuit 112 also has an input 116 which receives a 
signal requesting that access be provided. This signal may be used by access 
controller 112 to initiate operation of the sensors 104 and 106 and a 
comparison operation by comparator 1 10. 

Access control circuit 1 12 allows access to the secured area, object, or 
transaction, based on a determination of whether the individual present at the 
station and their vital signs conform to expected values. If tiie individual's 
stable biometric characteristics do not match tiiose of an autiiorized individual, 
or measurements of variable vital signs associated with that mdividual do not 
match expected recorded values because the individual is e;q)eriencing great 
fear or stress, access to the secured item, area, or transaction is prevented. 

Output 114 is connected to provide a control signal to an existing 
control circuit for providing access to the secured space or transaction. For 
example, output 1 14 may be connected to known circuits which selectively 
control access. For example, appropriate known control circuits which can 
operate with access controller 112 may provide access to vaults, disable an 
alarm system, release a cash drawer latch (such as in a cash register), or 
enable an automatic teller machme transaction. Such control circuits are 
modified so that the presence of an access authorization signal on output 1 14 
is a prerequisite to providing access. 
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Biometric sensor 104 captures real time data corresponding to a stable 
physical characteristic of a person such as a fingerprint, pahn print, full facial 
image, features of the iris of the eye, eye retinal pattern, body thermal image, 
or DNA pattern. Verification of personal identification includes capturing the 
real time stable physical characteristic image directiy from a person; encoding 
the image; and comparing the encoded image to stored physical characteristic 
data at the storage site. If the captured image is not recognized as 
corresponding to any of the stored data access is denied. Biometric sensor 
104 may rely on any stable physical characteristic or on a combination of such 
characteristics for identification purposes. What is important is that the 
characteristic or characteristics chosen be capable of uniquely identifying an 
individual as an authorized individual, within an acceptable margin of error. 

If the real time c^tured image does correspond to a predetermined 
degree with stored stable physical characteristic data a real time affective 
measuremCTt is then captured from that person. If the captured physiological 
measurement fiuls to achieve a predetermined degree of correspondence with 
stored data for that person, access is denied. When the captured real time 
physiological response measurement does meet a predetermined degree of 
correspondence with stored data for that person, access to a controlled space, 
area, or transaction is then granted. Such a controlled space might include a 
cash drawer, safe, vault, secure space inside or outside, or the point of ingress 
or egress of a building. Such transactions might include automated teller 

to 

machine functions, network access such as access to the internet, computer 
access, or the like. 
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The extremely high reliability of stable physical characteristic 
identification provides positive identification of an employee and allows the 
capture of real time physiological data from that person. These two steps are 
requisite to any employee prior accessmg a cash drawer, vault or secured 
area. Preferably, there is no manual override available at the location. Thus, 
if a robber enters a facili^ such as a back and brandishes a gun, the tellers 
will be unable to access any cash because their physiological response to the 
threat will shut down access to the drawers. 

The encoding, electronic storage, comparison, and access control 
functions of system 100 are preferably implemented in a general purpose 
computer such as an IBM-compatible personal computer, or may be 
implemented as a special purpose electronic computing circuit. Biometric 
sensor 104 and affecdve sensor 106 are connected to the computer or 
conq)uting circuit dirough an appropriate inter£ace card or circuit, which may 
incorporate encoder 108. 

The mediod of operation of the system shown in Figure 1 will now be 
described in further detail with reference to the flowchart of Figure 2, which 
shows a preferred operating method according to the present invention. 
Operation of the program is initiated in Block 1, where the system receives a 
request to begin a transaction or provide access. As a result, control passes 
to Block 2, where the biometric sensor 104 (shown in Figure 1) is activated 
to collect an image or other data set of a stable identifying physical 
characteristic of the person. In block 3, the collected identifying information 
is compared to a database of stored identifying patterns of persons authorized 
to access the system. If a match is found (block 4) the person is identified and 
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control passes to block 5, where that person's stored vital sign or other 
affective physiological measurement record is retrieved. If no match is found, 
control passes to block 8 and access is denied. 

In block 5, the affective sensor is actuated and a vital sign or other real 

5 tune physiological response is measured. Then, in block 6. the physiological 

measurement is compared to the stored standard measurement for that person. 
If the stored non-fear measurement and real-time measurement do not 
correspond within a reasonable level of variation, i.e. if the person exhibits 
physiological reactions mdicative of a high level of fear or stress, control 

10 passes to block 9 and access is denied. Otherwise, control passes to block 7 

and access is granted. 

Referring again to Figure 1, it is important that biometric sensor 104 
and affective sensor 106 be arranged or controlled so that the sensors cannot 
be deceived by die sensing of two different persons at the same time. In other 

IS words, die sensors should be arranged or controlled with means for preventing 

one person from interfacing with biometric sensor 104 while a different person 
(such as a criminal) interfaces with affective sensor 106. 

Hgure 3 shows tiu'ee examples of embodiments which pirovide means 
for preventing one person from mterfacing with biometric sensor 104 while 

20 a different person (such as a crimmal) inter&ces with affective sensor 106. 

Figure 3A shows a circuit 302 which detects body continuity between a first 
sensing point and a second sensing point. A harmless low voltage, low 
current signal is provided to the body at one sensor point (shown as an iris 
scanner used as biometric sensor 104) and is detected at the other sensor 

25 location (shown as a finger sensor for galvanic skin response) to verify that 
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flie same individual is in contact with* both sensors. The verification circuit 
is connected to access controller 112 (shown in Figure 3) and prevents access 
unless the same individual is sensed by both sensors. 

Figure 3B shows an integral combination sensor which visually detects 
a fingerprint using a fingerprint sensor as biometric sensor 104, and at the 
same time, measures galvanic skin response, pulse rate, or blood volume pulse 
using affective sensor 106. Sensor unit 304 has a housing 305 with a finger 
hole 306 which encloses the sensors yet permits access of a single finger to 
contact both sensor 104 and sensor 106. Because of the construction of this 
swsoT, it is physically unpossible to present a different finger to each sensor, 
and thus imqpossible to present more than one person's finger to the sensors at 
atone. 

Rgure 3C shows a similar arrangement wherein an iris scanner is used 
as biometric sensor 104 and is integrally moimted with a galvanic skin 
response, pulse measurement, or blood volume pulse sensor as affective sensor 
106. A unified housing 308 positions the sensors in fixed relative positions. 
The affective sensor may be located in the temple area, for example, so that 
it is physically impossible to present one person's eye to the iris scanner while 
presenting another person's temple to the affective sensor. 

In each of the embodiments of Figures 3A, 3B and 3C, the 
measurements of biometric sensor 104 and affective sensor 106 are taken 
simultaneously or almost simultaneously, so that it is impossible to substitute 
a different person during die sensing process depicted in Figure 2. 

Fear and intimidation are the essential elements upon which assailants 
. rely in order to achieve the short term participation and cooperation requisite 
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to a successful robbery. Robbers understand very well the necessity for 
establishing immediate authority and control over their victims by terrorizing 
diem in the first moments of the assault. 

However, all humans and particularly these victims respond in kind to 
acts of terror which instill such fear and intimidation. Persons confronted 
with such an event respond with an mstant and dramatic elevation of body 
vital signs. Such an event and the resulting physiological response is 
unmistakable and any access to secured areas is denied upon such a showing. 

Robbers will not go where there is demonstratably no chance for 
success. They do not seek a platform upon which to voice grievances or make 
political statements. They understand fear and force. Furdier attempts or 
increased force in this environment only serve to remforce the operation of the 
systrai. 

Thus, an improved system and method for deterring robberies and 
coercion has been disclosed. 
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We claim: 

1. An access control system for selectively permitting access to a 
protected area by an authorized individual, comprising: 

storage means for storing a database containing physical characteristic 
records and aifecdve response data of individuals authorized to access the protected 
area; 

biometric detection means connected to said storage means for 
detecting a physical characteristic of an individual seeking access to the protected area 
and positively identifying the individual by comparing the detected physical 
characteristic to said physical characteristic records in said database; 

affective detection means for measuring a biological response of said 
individual seeking access to the protected area and determining whether that 
biological response indicates a level of emotional response indicating possible 
coercion; and 

control means connected to said biometric detection means and said 
affective detection means for selectively generating an access authorization signal to 
control access to the protected area, said access authorization signal generated only 
when said biometric detection means confirms that the individual seeking access is 
authorized and said affective detection means indicates that the individual does not 
have a level of emotional response indicating possible coerciorL 
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